Day 1
8:30-9:30 Registration and Reception
9:30 - 10:00 Opening Ceremony
10:00 — 11:00 Plenary Conference 1
“The Futur of Al in Cybersecurity”
11:00 — 12:30 Session 1
“ML and Trustworthy Al for Cybersecurity”
12:30 — 14:00 Lunch Break
14:00 — 15:30 Session 2
“Al for Threat Detection and Malware Analysis”
15:30 — 16:00 Tea break and Networking
16:00 — 17:30 Round Table
“Challenges of Al in Modern Cybersecurity”
Day 2
8:30-9:00 Registration and Reception
9:00 - 10:00 Plenary Conference 2
“Adversarial Al and the Security of ML Systems”
10:00 — 11:00 Session 3
“Network, Cloud & loT security”
11:00 — 11:30 Tea break and Networking
11:30 — 12:30 Session 4
“Data, Privacy & Blockchain Security”
12:30 — 14:00 Lunch Break
14:00 — 15:00 Plenary Conference 3
“Building Trustworthy and Explainable Al for Security”
15:00 — 16:00 Session 5
“Cyber Defense, Risk and Digital Forensics”
18:00 —20:00 Participant Reception (CTF)
20:00 Début du CTF
Day 3
8:00 Start of the CTF Competition
8:00—9:00 Break
9:00 Announcement of Winning Teams and Award Ceremony
10:00 Closing Ceremony

Session 1 :

e Machine Learning and Deep Learning
e Adversarial Machine Learning
e Explainable Al (XAI) for Security Applications

Session 2 :

e Cyber Threat Intelligence and Attack Detection
e Al-based Malware Analysis and Detection

Session 3 :

e Network and Cloud Security
e [oT and Smart Systems Security




Session 4 :

e Security and Privacy in Al Systems
e Big Data Analytics for Cybersecurity
e Blockchain and Distributed Ledger Security

Session 5 :
e Digital Forensics and Incident Response

¢ Risk Assessment and Cyber Defense Strategies



